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About Citation Cyber

Based at the Centre of Excellence in Cyber
Security Research, Lancaster University, we
pride ourselves on being ahead of the game in
the cyber field!

By working closely with industry professional,
experts, and academia to drive and innovate our
security offer, we offer a diverse range of
preventative services that effectively build resilience.

Our user hub provides streamlines the
management of your cyber security strategy,
making it easy for you to monitor, track, and
address potential threats from a central location.
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The threat landscape

“ £4.6B

Billion is how much cyber crimes
cost the UK annually

Gov.uk

B 50%

Of UK businesses experienced a
cyber breach or attack in 2025

Gov.uk

HD 7.78m

Businesses have experienced cyber
crimes of all types

Gov.uk

14.8

UK businesses face cyber
attacks every minute

Gov.uk



The care sector is a goldmine for
cyber criminals
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Sensitive data Underfunded Digitalisation Soft target

Easy access points




Why cyber matters
to the care sector

Care providers process highly confidential
data including service users' medical
history, personal identification, and
payment details.

Data breaches risk identity theft, financial
fraud, and safety of vulnerable individuals.

Providers must comply with GDPR, Data
Protection Act 2018, CQC guidance.

Non-compliance can lead to fines up to £20
million or 4% of global turnover.

Cyber-attacks can disrupt care delivery by
compromising records, care plans, or
medication systems.




Key cyber security threats in care homes
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Ransomware Phishing emails Unpatched Outdated
software technologies
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Insider threats Limited cyber Supply Chain Lack of cyber
security resources awareness




The real-world
impact

Service disruption = real harm
Loss of CQC trust

Regulatory consequences (ICO fines,
GDPR)

Reputational damage (families +funders)

‘ Real world impact

O




Benefits of cyber security solutions

Reduces Boosts Ensures Increases
risk reputation compliance visibility

Improves Demonstrates Safeguards business
resilience innovation operations
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Cyber security strategy

Good

o

Cyber awareness training:
Educates your team on
current threats and best
practices.

Cyber Essentials
certification:

Shows your commitment to
cyber security and helps
secure your systemes.
Policy tools:

Gives you ready-to-use
templates for strong cyber

N

Ksecu rity policies. /

Better

Phishing simulations: Keeps
staff alert and reveals security
gaps.

Cyber Essentials Plus:
Validates your defences
through external and internal
testing.

M365/Azure review: |dentifies
misconfigurations and
weaknesses in your systems.
Vulnerability scanning:
Detects risks in your

r Best

infrastructure with ongoing
scans.

AN /
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Board-level training: Equips
leadership with cyber
strategy and insight into
risks.

ISO 27001 & 9001:
Recognised standards to
boost security, quality, and
credibility.

Penetration testing:
Simulated attacks to expose
and fix security weaknesses.
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Cyber health check
- your digital MOT

1. Check what's in place
2. Find weak spots

3. Stay protected

« Clear guidance

 No jargon

* No scary reports

« Affordable for all care providers - no
IT team.




Your ultimate cyber solution

MO
Cyber Learn

Cyber Security
Awareness Training

Scenario-based, interactive

awareness training for your

team, covering the four key
areas of concern. Helping your
organisation reduce cyber risk.
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Cyber Hack

Simulated Hacking &
Penetration Testing

Penetration testing, or
simulated hacking, of your
website network infrastructures,
mobile apps, loT devices, and

@

Cyber Phish

Phishing Simulator &
Bespoke Campaigns

Schedule and manage
phishing campaigns
throughout your organisation,
with the ability to choose from
a list of tailored templates.

even physical security.
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Cyber Intel

Intelligent Monitoring &
Vulnerability Scanning

Reduce the risk of a cyber
breach through our intelligence-
led, cloud-based vulnerability
scanning and third-party breach

Cyber Comply

Cyber Security
Compliance

Policy and document
management to make meeting
compliance a breeze. With 12

NCSC-certified policy

templates to get you going.

notifications.

\_

Cyber Consult

Cyber Security
Consultancy

Support with ISO, PCI, and
GDPR. Our team of consultants

experience to guide you
through the process.

0T

Cyber Cert

Cyber Essentials
Certification

Certification body for Cyber
Essentials and Cyber
Essentials Plus. Ability to
manage all your organisation

have years of industry

certificates in one place.

O
Cyber Sure

Cyber Liability
Insurance

Cyber Sure will enable you to
evidence your company’s
reduced risk, allowing you to
benefit from a reduction in your

cyber insurance premium.




Why choose Citation Cyber?

Here's just a few reasons why you'll be better off with Citation Cyber...

« A one-stop-shop for all your cyber security requirements

» Experts in cyber security with 20 years’ experience; we understand what you need as an SME.

« Atlas User Hub: State-of-the-art portal with everything you need in one place

« 1SO27001/9001, CREST registered, Cyber Essentials certification body, NCSC and CPD approved training.

And our clients agree soring us 5/5 on Trustpilot

The team are extremely accommodating and responsive. There isn't anything that is too much
trouble and they are a pleasure to work with. The team have worked tirelessly over the past year
as the product is constantly evolving with more features being introduced on a regular basis. The
service received is exemplary!




Questions
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Final thoughts

1. Cybersecurity doesn't need to be
complex — but it must be consistent.

2. Care providers that build a security-
first culture are more resilient,
competitive, and trustworthy.

3. You don't need to do everything —
but you do need to do something.




Speak to our experts

If you'd like to discuss how Citation Cyber can
support your business scan the QR code or
email seminars@citation.co.uk today!
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Thank you for attending!

© The contents of this presentation are
copyright of Citation Professional Solutions
and may not be reproduced or copied in
any form without written consent.

Version July 2025

@ info@citationcyber.com

Qe 0345 241 5250
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